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Inria VeriDis team

@ Formal reasoning for verification

» automatic theorem proving, decision procedures, and combinations
» integration with interactive proof platforms, computer algebra, ...

» main application: verification of programs and systems
@ Target domain: distributed algorithms and systems

» high-level specifications: (Event-)B, TLA*

> (statistical) model checking of distributed C programs

@ Tool development

» Spass theorem prover, veriT SMT solver
» Redlog: reasoning about non-linear real arithmetic
» TLA™ Proof System (MSR-Inria Joint Centre)
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Outline

@ Fault-Tolerant Distributed Algorithms in the Heard-Of Model
© Representing Executions of HO Algorithms
© Formal Proofs in Isabelle/HOL

© Summing Up
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The Origins of Fault-Tolerant Computing

SIFT: Design and Analysis of a Fcuh Tolmm
Computer for Aircraft Control

JORN H. WENSLEY, LESLIE LAMPORT, JACK GOLDBERG, scvor upuses.
MILTON W.GREEN,KARL N LEVITT . St MELLR SUIT RORERT £ S10STAK.

@ replication for fault tolerance

@ synchronous, round-based model of computation

image courtesy John Rushby, SRI
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Fault-Tolerance in Distributed Systems

Network Cloud

@ local computation & asynchronous communication
@ components may fail: redundancy for fault-tolerance
e formally express and prove correctness properties
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The Consensus Problem

@ N nodes (processes) agree on a value

» each node proposes a value initially
» eventually nodes decide a common value

» nodes or communication links may fail, in different ways

e Formally: conjunction of four properties

Integrity decisions are among the initial proposals
Irrevocability  decisions cannot be undone
Agreement any two nodes decide the same value

Termination all (non-failed) nodes decide eventually

e Paradigmatic problem in fault-tolerant distributed computing
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Why Is This Difficult?

Theorem (Fischer, Lynch, Paterson 1985)

The Consensus problem cannot be solved in an asynchronous
system where at least one process may fail (by crashing).

@ But: many Consensus algorithms exist and work well in practice

» partially synchronous computation
» timeouts, reliable (broadcast) communication
» augment system by oracles: failure detectors
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Why Is This Difficult?

Theorem (Fischer, Lynch, Paterson 1985)

The Consensus problem cannot be solved in an asynchronous
system where at least one process may fail (by crashing).

@ But: many Consensus algorithms exist and work well in practice

» partially synchronous computation
» timeouts, reliable (broadcast) communication
» augment system by oracles: failure detectors

@ Verification of Consensus algorithms

» tricky correctness arguments ... often absent or informal
» different models of computations and failures
» few careful paper proofs (e.g., 30 pages for 1 page algorithm)

e How can we help make verification simpler?
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Round-Based Distributed Algorithms

@ Observation: algorithms are structured in “rounds”

s T s’
N >

send msgs receive msgs

round r

» process-local organization of computation
» state s’ computed from s and messages received
» communication-closed rounds: discard late messages

@ Heard-Of model (Charron-Bost & Schiper, 2009)

» heard-of set HO(p, r): processes from which messages are received
» failure hypotheses described by predicates on HO sets
» uniform representation of models of computation and faults
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Formal Representation of HO Algorithms

@ Collection of processes (Statep, S0,ps S;, T[,) peProc,reN

> process states: sets State, with initial states sy, € State,
» message sending and state transition per round

S}, : State, — (Proc — Msg)
T}, : Statep x (Proc — Msg) — Statey

> domain of second argument of T},: heard-of set HO(p, 1)

@ For simplicity: deterministic processes
» algorithm behavior determined by collection of heard-of sets
» extension to non-deterministic processes straightforward

e Extension to Byzantine failures: value faults

» additional collection of “safe” heard-of sets SHO(p,r) C HO(p,r)
» reception of arbitrary values from processes in HO(p,r) \ SHO(p, 1)
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HO Consensus Algorithm: One-Third Rule

Initialization
Xp = vp, decide, := null (vp : value initially proposed by p)

For each round r > 0

Sy : send xp to all processes

. 2
T;: if [HO(p,r)| > 5 N then
set x, to smallest among the most frequently received values
if more than % N values received are equal to x, then decidey := x)

Simple but efficient Consensus algorithm

@ resilient to crash faults of < % of all nodes
@ no coordinator needed

@ quick convergence if few errors

Stephan Merz (INRIA Nancy) Verifying Consensus Algorithms CDZ/NoDI Seminar
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Communication Predicates

@ Algorithms do not work in presence of arbitrary failures

» safety: restrict number or extent of failures

» liveness: assume eventual functioning of components

e Communication predicates: examples

non-split rounds  Vp,q,r: HO(p,r) NHO(q,7) # @
< f failures Vp,r: [HO(p,1)| > N —f
event. uniform  Jry € N, P C Proc : Vr > ry,q € Proc : HO(q,r) = P

@ Observation (Charron-Bost & Schiper)

» standard failure assumptions can be expressed in terms of HO sets
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Outline

© Representing Executions of HO Algorithms
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“Fine-Grained” Executions of HO Algorithms

@ Verification for every HO collection (HO(p,7))peproc,reN

process Node(p € Proc)
state st = g, integerr = 0;
for g € Proc do send(p, q, 1,5, (st,9)) enddo;
loop
array rcvd = [q € Proc — null;
for g € HO(p,r) do rcud[q] := receive(q, p, r) enddo;
st,ri= T; (st,rcod),r+1;
for g € Proc do send(p,q, 7, S;, (st,q)) enddo;
end loop
end process
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“Fine-Grained” Executions of HO Algorithms

@ Verification for every HO collection (HO(p,7))peproc,reN

process Node(p € Proc)
state st = g, integerr = 0;
for g € Proc do send(p,q, 7,5, (st,9)) enddo;
loop
array rcvd = [q € Proc — null;
for g € HO(p,r) do rcud[q] := receive(q, p, r) enddo;
st,ri= T; (st,rcod),r +1;
for g € Proc do send(p,q, 1, S;, (st,q)) enddo;
end loop
end process

e Formally: definition of state transition system

» interleaving of actions of individual nodes
» no particular representation of communication-closed rounds
» infinite-state model, due to round numbers
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Left and Right Movers

Definition (Lipton 1975)

An action a is a right mover if whenever wab is a computation
where a and b are performed by different processes then wba is also
a computation and these computations result in the same state.
The definition of a left mover is symmetrical.

e Right mover st = s Yt forallb

» right commutes with every action of different processes
» example: acquisitions of resources (e.g., semaphores)

o Left mover S b—ﬂ> I = s ﬂ t forallb

» left commutes with every action of different processes
» example: releases of resources

R.]. Lipton. Reduction: A Method of Proving Properties of Parallel Programs.
CACM 18(12):717-721, 1975.
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Example: Peterson’s Algorithm

integer turn=0;
boolean req0, reql = false;

process PO process P1
loop loop
ncy: skip; ncy: skip;
rqo: reqO := true; rq: reql := true;
pso: turn:=1; I ps1: turn:=0;
wtp: await —reql V turn = 0; wty: await —req0 V turn = 1;
csg: skip; csy: skip;
exp: req0 := false; ex: reql :=false;
endloop endloop

@ Actions rg; are right movers
» in particular, cannot make await condition of other process true

» formally, s o Wh, implies s ©h Mo,

Stephan Merz (INRIA Nancy) Verifying Consensus Algorithms CDZ/NoDI Seminar 17 / 33
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boolean req0, reql = false;

process PO process P1
loop loop
ncy: skip; ncy: skip;
rqo: reqO := true; rq: reql := true;
pso: turn:=1; I ps1: turn:=0;
wtp: await —reql V turn = 0; wty: await —req0 V turn = 1;
csg: skip; csy: skip;
exp: req0 := false; ex: reql :=false;
endloop endloop

@ Actions rg; are right movers

» in particular, cannot make await condition of other process true

» formally, s o Wh, implies s ©h Mo,

@ Actions cs; and ex; are left movers
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Example: Peterson’s Algorithm

integer turn=0;
boolean req0, reql = false;

process PO process P1
loop loop
ncy: skip; ncy: skip;
rqo: reqO := true; rq: reql := true;
pso: turn:=1; I ps1: turn:=0;
wtp: await —reql V turn = 0; wty: await —req0 V turn = 1;
csg: skip; csy: skip;
exp: req0 := false; ex: reql :=false;
endloop endloop

@ Actions rg; are right movers
» in particular, cannot make await condition of other process true

» formally, s o Wh, implies s ©h Mo,

@ Actions cs; and ex; are left movers
@ Actions ps; and wt; are neither left nor right movers
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Lipton’s Reduction Theorem

Theorem (Lipton 1975)
Suppose that A = Ay; . . .; A is such that for some i:
@ Ay,...,Aj_q areright movers,
@ Aji1,...,Ax are left movers,
@ and each Ay, . .., Ay can always execute.
and let P/ A denote the program obtained from P by replacing
Ag; . ALY (Ars .. Ap).

Then P halts iff P/ A halts and the final states of P equal the final
states of P/ A.

@ Preservation of deadlock-freedom and partial correctness
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More Reduction Theorems

@ Doeppner 1977: reduction for invariant proofs

» similar to Lipton’s theorem

» record when control is inside the reduced block, adapt invariant

» T.W. Doeppner. Parallel program correctness through refinement. POPL 1977.
@ Lamport & Schneider 1988: generalize Doeppner

» preserve invariants of reduced program in original one

» explicitly reason about control being external to reduced block

» L. Lamport, E Schneider: Pretending atomicity. Tech. Report, 1988.

E. Cohen, L. Lamport: Reduction in TLA. Concur 1998.

@ Back 1989: reduction for total correctness

» requires commutativity hypotheses for statements outside block

» R. Back: A method for refining atomicity in parallel programs. PARLE 1989.
o Zwiers 1990s: closed communication layers

» reduction for synchronous message-passing algorithms
» W.Janssen, J. Zwiers: Protocol design by layered decomposition. FTRTFT 1992.
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Application to Peterson’s Algorithm

integer turn=0;
boolean req0, reql = false;

process PO process P1
loop loop
ncy: skip; ncy: skip;
rqo: (req0 := true; rqy: (reql := true;
turn:=1;) I turn :=0;)
wtp: await —reql V turn = 0; wty: await —req0 V turn = 1;
csp: (skip; csy: (skip;
req0 := false;) reql := false;)
endloop endloop

Reduction justified by Doeppner’s theorem for mutual exclusion

Stephan Merz (INRIA Nancy) Verifying Consensus Algorithms CDZ/NoDI Seminar 20/ 33



HO Executions: First Reduction

@ Application to fine-grained executions of HO algorithms

» send actions are left movers (assuming infinite)
» receive actions are right movers network capacity

Stephan Merz (INRIA Nancy) Verifying Consensus Algorithms CDZ/NoDI Seminar 21/33



HO Executions: First Reduction

@ Application to fine-grained executions of HO algorithms

» send actions are left movers (assuming infinite)
» receive actions are right movers network capacity

@ This motivates the following reduction:

process Node(p € Proc)
( state st = s, integer r = 0;
for g € Proc do send(p,q,7, S;(St,q)) enddo );
loop
( array rcod = [q € Proc — null];
for g € HO(p,r) do rcod[q] := receive(q, p, r) enddo;
st, 1= T;(st, reod), r+1;
for g € Proc do send(p,q,1,S;(st,q)) enddo );
end loop
end process
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HO Executions: Second Reduction

@ Processes execute rounds atomically

’ init | init | rnd 0 | init |(md0 |rnd1 | rndQ | rnd1 | rmd 2 |[rnd1 | - - -

@ Can we reduce even further?

Stephan Merz (INRIA Nancy) Verifying Consensus Algorithms CDZ/NoDI Seminar 22/33



HO Executions: Second Reduction

@ Processes execute rounds atomically

’ init | init | rnd 0 | init |(md0 |rnd1 | rndQ | rnd1 | rmd 2 |[rnd1 | - - -

@ Can we reduce even further?

@ Remember communication-closed rounds

» round rnd" left-commutes with rndg ifm<n
(for fixed collection of HO sets)

> messages sent during rndy did not influence rnd};

@ Rearrange execution so that executions of same round are adjacent

init init || init || rnd 0 |\ tnd 0| rmd 0 | rnd 1 | rnd 1 | rnd 1| rnd2 | ---
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HO Executions: Second Reduction

@ Processes execute rounds atomically

’ init | init | rnd 0 | init |(md0 |rnd1 | rndQ | rnd1 | rmd 2 |[rnd1 | - - -

@ Can we reduce even further?

@ Remember communication-closed rounds

» round rnd" left-commutes with rndg ifm<n
(for fixed collection of HO sets)

> messages sent during rndy did not influence rnd};

@ Rearrange execution so that executions of same round are adjacent

ya N ya
K init init || init || rnd 0 |\ tnd 0| rmd 0 | rnd 1 | rnd 1 | rnd 1| rnd2 | ---
N— _/

@ Executions of same round by different processes are independent
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“Coarse-Grained” Executions of HO Algorithms

@ Sequence of configurations ooy . .. (0 : Proc — State)

> 0o(p) = sop
> 01 (p) = T;Z (Ur(P)/rCUd(Pr ”))
where rcod(p,r) = [q9 € HO(p,7) = S (0v(q),p)]

@ Unit of atomicity: entire system rounds

» all processes simultaneously perform transition for same round

» no need for explicit representation of network or round numbers

Stephan Merz (INRIA Nancy) Verifying Consensus Algorithms CDZ/NoDI Seminar 23 /33



“Coarse-Grained” Executions of HO Algorithms

@ Sequence of configurations ooy . .. (0 : Proc — State)

> 0o(p) = sop
> 01 (p) = T;Z (Ur(P)/rCUd(Pr ”))
where rcvd(p,r) = [q € HO(p, 1) — Sj(0v(q),p)]

@ Unit of atomicity: entire system rounds

» all processes simultaneously perform transition for same round

» no need for explicit representation of network or round numbers

e How do the two models of executions relate formally?

» what properties are preserved by the reduction?
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Relating Fine- and Coarse-Grained Executions

@ Compare executions w.r.t. the “local views” of processes

» p-view of fine-grained execution ¢ = cocg ...
&P = co.st(p),c1.st(p), - ..
» p-view of coarse-grained execution ¢ = oyoy ...
o? = oo(p), o1 (p), ...
» p-views are sequences of states of p and can be compared

@ Executions equivalent iff indistinguishable by any process

E~o iff (&) =1t(c”) foreveryp € Proc

» local views identical up to stuttering, for every process

Stephan Merz (INRIA Nancy) Verifying Consensus Algorithms CDZ/NoDI Seminar
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Reduction Theorem

Theorem

Given a HO collection and a compatible fine-grained execution T
there exists a compatible coarse-grained execution o such that o ~ ¢.
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Reduction Theorem

Theorem

Given a HO collection and a compatible fine-grained execution T
there exists a compatible coarse-grained execution o such that o ~ ¢.

Corollary

Any stuttering invariant property that depends only on local views
can be verified over coarse-grained executions.

@ “Local” LTL-X formulas (sufficient syntactic criterion)

» any formula containing solely state variables of a single process
» first-order combinations of local properties
» non-local: variables of different processes below temporal operator

Vp,q € Proc : O(rnd[p] = rndq]) rnd[p]: current round of p
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Consensus as a Local Property

o Integrity
Vp € Proc,v € Val : (O(decide[p] = v) = 3g € Proc : x[q] = v)

@ Irrevocability

Vp € Proc,v € Val : O(decide[p] = v = O(decide[p] = v))

o Agreement

Vp,q € Proc,v,w € Val : {(decidep] = v) A O(decidelq) = w) = v =w

@ Termination

Vp € Proc : {(decide[p] € Val)
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@ Fault-Tolerant Distributed Algorithms in the Heard-Of Model
© Representing Executions of HO Algorithms
© Formal Proofs in Isabelle/HOL

e Summing Up
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Representation of HO Algorithms in Isabelle (1)

@ Uniform encoding of algorithms and their executions

» generic definition: coordinated algorithms, Byzantine failures

» other variants derived as particular instances

record ('proc,'pst,'msg) CHOAlgorithm =
CinitState :: ['proc, "pst, 'proc] = bool
sendMsg :: [nat, "proc, 'proc, 'pst| = 'msg
CnextState :: [nat, ‘proc, 'pst, 'proc = 'msg option, 'proc, 'pst] = bool
definition CSHOnextConfig where CSHOnextConlfig alg r ¢fg HO SHO coord cfg’ =
Vp. 3y € SHOmsgVectors alg r p cfg (HO p) (SHO p).
CnextState alg r p (cfg p) p (coord p) (cfg’ p)
definition CSHORun where CSHORun alg rho HOs SHOs coords =

CHOinitConfig alg (rho 0) (coords 0) A
(Vr. CSHOnextConfig alg r (rho r) (HOs r) (SHOs r) (coords (Suc r)) (rho (Sucr)))
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Representation of HO Algorithms in Isabelle (2)

@ Concrete algorithms defined as instances

record 'val pstate = (x :: 'val) (dec :: 'val option)
definition initState where initState p st = decst = None
definition sendMsg where sendMsg r st = x st
definition HOV where HOV v = {q.puq = Somev}
definition MFR where MFR v = Vw.card (HOV y w) < card (HOV yu v)
definition TwoThirds where TwoThirds y v = (2% N) div3 < card (HOV yu v)
definition nextState where nextState r p st y st' =

if (2%N)div3 < card {g.p g # None}

thenst’ = (x = Min{v.MFRuv},

dec = (if (Jv. TwoThirds p v)
then Some (e v. TwoThirds y v)

else dec st) |)
elsest’ =st
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Results: Meta-level

@ Formal proof of reduction theorem

theorem reduction :
assumes fg-run alg p HOs SHOs coords
shows CSHORun alg (coarse-run p) HOs SHOs coords

theorem coarse-run-locally-similar :
assumes fg-run alg o HOs SHOs coords
shows locally-similar (state o p) (coarse-run p)

@ Corollary on verification of local properties

theorem local-property-reduction :
assumes fg-run alg o HOs SHOs coords and local-property P
and Vo. CSHORun alg ¢ HOs SHOs coords A o 0 = state (p0) — P o
shows P (state o p)

theorem consensus-local : local-property (consensus vals dec)

Stephan Merz (INRIA Nancy) Verifying Consensus Algorithms CDZ/NoDI Seminar

30 /33



Results: Algorithms

@ Verification of six algorithms

’ Algorithm H synchrony | failures | coordinated
OneThirdRule partial benign no
UniformVoting partial benign no
LastVoting partial benign yes
UrE partial Byzantine no
At partial | Byzantine no
EIGbyz, full Byzantine no

@ Precision of failure hypotheses

» identification of properties established by hypotheses
» default value for agreement (EIGbyzy) or termination (Ut )

> EIGbyzf tolerates certain dynamic faults even when N < 3f
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@ Fault-Tolerant Distributed Algorithms in the Heard-Of Model
© Representing Executions of HO Algorithms
@ Formal Proofs in Isabelle/HOL

© Summing Up
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Lessons Learnt / Perspectives

@ Choose suitable computational model before verification

v

take advantage of fundamental concept of algorithm design

» significant (~ 1 order of magnitude) reduction of proof effort

v

general framework: uniform encoding, comparison, proof reuse

v

also useful for model checking: reduction to finite-state model
(for fixed numbers of processes)

@ Ongoing / future work

» extension to probabilistic algorithms or executions
» explicit representation of transition faults

» improved proof automation

@ Available at afp.sf.net/entries/Heard_Of.shtml

Stephan Merz (INRIA Nancy) Verifying Consensus Algorithms CDZ/NoDI Seminar
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